TectupoBanme 6e3onmacHoctTu — Cookies

Yro Takoe cookies?

®aiin cookies — 310 HEOONBINION hparMeHT HHMOPMAITUH, OTIIPABISAEMBIN BeO-
CEpBEpPOM Il XpaHEHUs B BeO-Opays3epe, 4TOOBI BIIOCICACTBHU OH MOT OBITh
npountaH Opay3zepom. TakuM o0pazom, Opay3ep 3alOMHHAET OMNPEICICHHYIO
anuHyro uH(popmamuio. Ecnin xakep nosyyaer mHpopmaiuio o cookies-gaiinax,
3TO MOXET MPUBECTH K IIpobiieMam ¢ 0€30MaCHOCTHIO.

CsoiicTBa cookies

Bort HekoTopbie BaxkHbIE CBOMCTBA cookies —

« OObHO 93TO  HEOONBIIME  TEKCTOBbIE  (ailmbl ¢ 3aJaHHBIMU
uaeHTUUKATOpaMHu, KOTOpble XpaHSATCS B KaTajore Opay3epa Ballero
KOMITBIOTEPA.

« Ownu ucnonb3yroTcsi BeO-pazpaboTyMKaMu, YTOOBI TOMOYB MOJI30BATEISIM
3pPeKTUBHO MepeMelarbcs 10 CBOMM BeO-cailTaM U BBINOJHATH
ornpeseneHHbIe QYHKIIUH.

« Korga monb3oBarens CHOBa IpPOCMAaTpUBAET TOT K€ BeO-CalT, JaHHBIE,
XpaHsmmecs B cookie, OTHpaBisAOTCA oOpaTHO Ha BebO-cepBep, YTOOBI
YBEIOMUTH BEO-CalT O MPEIbIAYIINUX ACUCTBUAX MOIH30BATEIIS.

» cookie -(ailsibl Hen30eXHbI 11 BeO-CalTOB, KOTOPHIE MMEKT OrPOMHBIE
0a3bl JAHHBIX, HY>KIAIOTCS B JIOTUHAX, UMEIOT HACTPanBaeMbIe TEMBI.

Conepxanue cookie

daiin cookie COAEPKUT CIECAYIONIYIO HH(DOPMALIHIO:

« Wwms cepBepa, ¢ koToporo Ol OTHpaBiieH (aitn cookie.

« Bpewms xuznu cookie.

« 3HaueHue — OOBIYHO CIIyYailHO Cr€HEPUPOBAHHBIN YHUKATBHBIA HOMED.

Tunst cookie

« CeancoBble ¢aiiabl cookie — 5T0 BpeMeHHbIe (Qaiibl cookie, KOTOpbie
CTHpAIOTCS, KOIJa T[0JIb30BaTelb 3aKkpbiBaeT Opaysep. Haxe ecnu
I0JIb30BaTENIb CHOBA BXOJIUT B CUCTEMY, JJI 3TOTO CEaHCa CO3JAaeTCs HOBBIM
daiin cookie.

« IlocrosiHuble ¢aiiibl cookie — >t daiinbl cookie ocTaroTcsi Ha KECTKOM
JMCKE, €CIH TOJb30BaTeNb HE YAANUT HMX HIM HE HCTEYET CPOK HUX
neictBuda. Cpok aeiictBust Cookie 3aBUCUT OT TOTO, Kak JOJITO OHU MOTYT
JUTATHCA.

IIpakTuyeckoe 3axanue
1. IlpoBeauTe aHanu3 NpeUI0KEHHBIX HH()OPMALIMOHHBIX MATEPHAJIOB.

2. 3anonHuTe TAOMUIly — Kakue ABa Tuma ¢aiioB cookie CymecTByOT
¥ B UeM MEXTy HUMH pazIuyiue.

Tadoannma

| Tun ¢aiinos 1 Tun gaiiyios 2




TecrupoBanmne Cookies
Bort crioco6s1 mpoBeputh Cookies —

« Ortkawyenne Cookies -¢aiisioB. B kauectBe Tectepa HaM HE0OXOIUMO
POBEPUTH JOCTYI K BeO-caiiTy mocne orkimoueHus Cookies -(haitoB u
IPOBEPUTh, MPABUIBHO JIM paboTaroT cTpaHulbl. HaBuranus mo Bcem
CTpaHUIaM caiiTa u OTCJeKUBaHKUE cO0eB MpuiiokeHni. Takke Heo0X0UMO
UHGOPMUPOBATH MOJIB30BATENS O TOM, UTO (hailibl cookie HEOOXOAUMBI IS
WCIIOIb30BaHUs CalTa.

 Koppynuuss dainoB cookie. Eme o0aHO TecTHpOBaHHE, KOTOpPOE
HEO0OXOIMMO BBINOJIHUTB, — 3TO UCMOPTUTH (aiibl cookie. UToObI cnenaTh
TO K€ caMmoe, HY)XHO HailTh MectomnosioxeHue ¢daiina cookie caiita u
BPYUHYIO  OTpPEJIAKTUPOBATh €ro €  IMOMOUIbIO  MOJACNIbHBIX  /
HEJCHCTBUTENBHBIX JIAHHBIX, KOTOPhIE MOKHO MCIOJIB30BaTh JUIsl JOCTYIA K
BHYTpPEHHEW HMHpOpMalUd U3 JIOMEHA, KOTOpas, B CBOIO Ouepeib, 3aTeM
MO’KET OBbITh MCIIOJIb30BaHA JUIsl B3JI0Ma caira.

« ¥Ynanenme ¢aiisioB cookie — ynanute Bce daiiinbl cookie mays BeO-caiita u
POBEPhTE, KaK BEO-CAlT pearupyer Ha HEro.

« Kpocc-OpaysepHasi cOBMeCTUMOCTb. TaKkxe BaXXHO MPOBEPUTH, IPABUIIBHO
JM 3amuchIBatoTCs aiibl cookie BO BCEX MOIEPKUBAEMBIX Opay3epax ¢
10001 CTpaHUIIBI, HA KOTOPOM 3aIllMChIBarOTCs (aiiianl cookie.

« PenaxktupoBanue ¢aiiioB cookie. Eciiu npunoxkenue ucnonb3yer (aitibl
cookie st XxpaHeHust MH(OpMaIUu JIsl BXO/1a B CUCTEMY, B KaUeCTBE TecTepa
MBI JIOJDKHBI TOMNBITAThCS M3MEHUTh TOJIb30BaTels B (aiine cookie wiam
aJpecHoOmn CTpOKe Ha JIPyroro JEUCTBUTEILHOTO
noJsib3oBatesns. Penaktuposanue cookie He JOHKHO MO3BOJISITH BAM BOWTHU B
JPYTYIO YYETHYIO 3alUCh MOIb30BaTES.

TecTupoBaHHEe MEKCAUTOBBIX ClIECHAPUEB
MexcaiiToBblii ckpunTUHT (XSS) nNpoucxXoauT BCSAKUM pa3, KOrja MpPHIOKEHUE
OepeT HEHaJeXHbIE JIaHHBIE W OTMHpaBiIsIeT HX KIMeHty (Opaysepy) 0e3
NPOBEPKU. DTO  MO3BOJSET  3JIOYMBIIUIEHHUKAM  BBINIOJHATH  BPEAOHOCHBIC
ClieHapu B Opay3epe IKEpPTBbI, YTO MOXKET TPUBECTH K TIEPEXBaTy
MOJIb30BATEIbCKUX  CEAaHCOB, IOpYe BeO-CAaTOB WM  MEPEHANPABICHUIO
MOJI30BATEIISI HA BPEIOHOCHBIE CAWTHI.
Tuner XSS

« Coxpanennbiii XSS — coxpaHeHHbId XSS, TakXke H3BECTHBIM Kak

MOCTOAHHBIN XSS, BO3HUKAET, KOT/Aa MOJIb30BATEIbCKUI BBOJ XPAHUTCS HA



IIEJICBOM CepBEpe, TaKoM Kak 0a3za maHHbIX / (HOpyM cOOOIIeHHH / moje
KOMMeEHTapueB U T. J[. 3aTeM jkepTBa MOXKET U3BJIEUb COXPAaHCHHBIC JAHHbBIC
U3 BEO-IPUIOKEHHUS.

« Otpaxennblii XSS — orpaxeHHbld XSS, TakKe HU3BECTHBIA Kak
HETIOCTOSHHBIM XSS, BO3HUKAET, KOrJa IOJb30BAaTCIBCKUM  BBOJI
HEMEJUICHHO BO3BpAIAE€TCs BEO-IPUIIOKEHHEM B COOOIIEHUH 00 ommoOKe /
pe3yJibTaTe MOWCKa WA BBOJOM, NPEJAOCTABJICHHBIM IMOJIH30BATEIEM KaK
4acTh 3arpoca, U 0e3 MOCTOSHHOTO COXPAHEHUS IaHHBIX, MPEIOCTABICHHBIX
I10JIb30BATEIIEM. ,

e OcnoBannblii Ha DOM XSS — OcnoBanneiii Ha DOM XSS gaBnsgercs
dbopmoit XSS, korjia ICTOUHMK TaHHBIX HaxoauTcsa B DOM, npueMHUK Takxke
Haxoautcs B DOM, ¥ MOTOK JTaHHBIX HUKOT/1a HE MIOKUIAET Opay3ep.

[TpodunakTuyeckre MeXaHU3MBI

« Pazpabotunku H0KHBI yOEIUTHCS, YTO OHU M30ETaroT BCEX HEHAJIC)KHBIX
JaHHBIX Ha ocHOBe KoHTekcTa HTML, Takoro kak Tesno, arpudyT, JavaScript,
CSS unu URL-aapec, B KOTOPbIN MOMEIIAIOTCS JAHHBIE.

o Jlns Tex mpuiioKEHUU, KOTOPHIM B KAYECTBE BXOJHBIX JAHHBIX TPEOYIOTCS
CIICLIMAJIbHBIE CHUMBOJIBI, JTOJKHBI CYIIECTBOBATh HAJEKHBIE MEXaHU3MBbI
MPOBEPKU, MPEXKAEC YeM MPUHUMATH UX B Kau€CTBE JIOMYCTUMBIX BXOJIHBIX
JTAaHHBIX.

IIpakTHyeckoe 3axanue

1. IlpoBeauTe aHaIM3 NPEII0KEHHBIX HHPOPMAITMOHHBIX MAaTEPHAIIOB.
2. 3anonmHuTe TAONUIy — THUIBI MEXKCAUTOBBIX CKPUNTHHTOB W WX

XapaKTepHBIE 0OCOOEHHOCTH.

Tadauma

Hebe3onacHblie npsiMble CCHIJIKM HA 00bEKThI

[IpsiMas ccpuika HA OOBEKT MOXKET BO3HUKATh, KOTJIa pa3pabOTUUK MPEAOCTABIIAET
CCBUIKY Ha BHYTPEHHHUH OOBEKT peanu3aliu, Takou Kak ¢aij, KaTaaor Wiu KoY
0a3pl JaHHBIX, 0€3 KaKoro-Tub0 MexaHU3Ma IMPOBEPKH, KOTOPBIM MMO3BOJSET
3JIOYMBILUJICHHUKAM ~ MaHUIYJIMPOBAaTh ITUMM CCBUIKAMU JUIsL  JOCTyla K
HEAaBTOPU30BAaHHBIM JAaHHBIM.



[TpodunakTnyeckue MeXaHU3MbI
Pa3paboTuriku MOTYT HMCHOJB30BaTh CIEAYIONINE PEeCypchl / TOUYKH B KayecTBE
PYKOBOJICTBA, YTOOBI MTPEAOTBPATUTH HEOE30MACHYIO MPSMYIO CCHUIKY Ha OOBEKT BO
BpeMsi caMoi (a3l pa3pabOTKH.

« Pa3paboTunku JOKHBI UCHOJB30BAaTh TOJIBKO OJHOTO TOJB30BATENS WU
CeaHC JIsl KOCBEHHBIX CCHUTOK Ha OOBEKTHI.

« Taxxe pekoMeHIyeTCsl MPOBEPATH JOCTYM MEPEa UCIIOIb30BAHUEM MPSIMON
CCBUJIKM Ha OOBEKT U3 HEHAIE)KHOTO UCTOYHHKA.

HenpaBuibHasi HacTpoiiKka 0e30IaCHOCTH

Hesepnast koHdurypamusi 0e30macHOCTH BO3HUKAeT, KOIJa MapaMeTpsl
0€30MacHOCTU OMNpPE/EICHbI, PEaTU30BaHbl U MOJACPKUBAIOTCS KaK 3HAUCHHUS I10
yMOJI4aHuIo. Xopomiasi 06e30macHocTh TpeOyeT Oe3omacHoil KoHUTrypaluu,
OTIpENICTICHHOW W pPa3BEpHYTOW JUIsl MPUIIOKEHHUs, BeO-cepBepa, cepBepa 0a3bl
naHHBIX U Tuiatgopmbl. He MeHee BaKHO MMETh MPOrpaMMHOE OOecTeueHue B
aKTyaJIbHOM COCTOSTHUH.

[Ipumep

Bot HekoTophie Kaccuueckue nNpuMepbl HENPABUILHON HACTPOMKHU O€30MMaCHOCTH:

« Ecnm criucok KaTtamoroB He OTKIIIOYEH HA CEPBEPE U €CIHU 3JI0YMBIIIIICHHUK
OOHAPYXHUT €ro, 3TIOYMBIIIJICHHHK MOXET MPOCTO MEPEYUCIUTh KaTajorH,
yTOOBI HAUTH JH000M (paiil M BBINOJHUTH €ro. Takke BO3MOXKHO MOTYYUTh
peasbHyI0 0a3y Kojia, KOTOopasi COAEPKUT BECh Balll MOJIH30BATEIBCKUN KO/,
a 3aTeM HaWTH CEepbe3HBIC HEJOCTATKU B MPUIIOKECHHH.

« Kondurypanus cepBepa TNpUIOKEHUN  MO3BOJISET  IMOJH30BATEISAM
BO3BpaIllaTh  CJEIbl CTE€Ka, YTO TMOTEHIUAJbHO MOXET BBISIBUTH
HEJO0CTATKU. 370YMBIILIEHHUKH coOuparot Ty JOTIOJTHUTENBHYIO
uH(pOpMaINIO, KOTOPYIO TIPEAOCTABISAIOT COOOIIEHH 00 OIMOKax, KOTOPOit
JIOCTaTOYHO JIsl MPOHUKHOBEHHSI.

« CepBepsl NPUIOKEHUNW OOBIYHO TOCTABIISIIOTCS C IPUMEPAMH MPUIIOKEHUH,
KOTOpbIE HEIOCTATOYHO 3aluuiieHsl. Ecnmu ero He ynpamute ¢ pabodero
cepBepa, 3TO MOXKET MPUBECTH K KOMIIPOMETAIIUU Balllero cepBepa.

[IpodunakTuyeckne MexaHU3MBbI

« Bce cpeapl, Takue kak cpenbl pa3paOOTKH, KOHTPOJIS KayecTBa U
IIPOU3BOJICTBEHHBIE CpEAbl, JOJDKHBI OBITh HACTPOEHBI OJMHAKOBO C
UCTIONB30BAaHUEM PAa3HBIX TMApoJieH, HCIOIB3yeMBIX B KaXAOH Cpene,
KOTOpBIC HEJIETKO B3JIOMATh.

« VYOeaurech, YTO MPHUHATA MOIMHAS APXUTEKTypa MPHIOKECHUS, KOTOpas
obecnieunBaer dpdexkTuBHOE U OE30MacCHOE  pasfelieHHe  MEeXIy
KOMITOHEHTaMHU.

« DOTO0 TakkKe MOXET MHUHUMHU3MPOBATH BEPOSITHOCTH ATOM aTakH, 3amycKas
ABTOMATHUYECKOE CKAHWPOBAHUE U TIEPUOIUIECKH TTPOBO/IS Ay IUT.

IIpakTu4eckoe 3aganue

1. I[IpoBeauTe aHamM3 NPEIIOKEHHBIX HH(POPMAILIMOHHBIX MAaTEPUATIOB.



2. 3anonauTe TabIUIy — Kakue MpopUIaKTUIECKUEe MEXaHU3MbI CYIIIECTBYIOT B
cilydae HeOE30MacCHBIX MPSMBIX CCHIJIOK Ha OOBEKT M B CIIy4ae HEMPaBUIbLHOU
HACTPOUKHU O€30MaCHOCTH.

Tadauna

Hebe30nacHble npsiMble CCHLIKH HenpaBuibHasi HacTpoiika
HA 00BbEKTHhI 0e30MacHOCTH

TecTupoBanue 0€30MACHOCTH — PACKPbITHE KOHPHIEHIUAIbHBIX JAHHBIX
[TocKONBKY OHJIAMH-TIPUIIOKEHUSI €XKEAHEBHO 3anoiHAT WHTEpHET, He Bce
NPWIOKEHUST 3aluIeHbl. MHOTHE BEO-TIPIIIOKEHUST JODKHBIM 00pa3oM He
3aIUINAIOT KOH(PUACHIMAbHBIE JaHHbIE TOJIb30BATEINs, TAKWE KaK JaHHbIC
KPEIUTHBIX KapT / JlaHHble OaHKOBCKOIO cueTa / YYeTHbIE JaHHBIE s
ayTeHTU(uKamu. Xakepbl MOTYT B UTOT€ YKPACTh 3TU CJ1a00 3alUIIIEHHBIC TAHHbIC
JUIS MOIIICHHUYECTBA ¢ KPEAUTHBIMU KapTaMM, KPaKH JIMUHBIX TAaHHBIX WU APYTUX
IIPECTYIUICHUN.

[Ipumep

BoT HekoTopble W3 KIACCHYECKHMX MPUMEPOB HEMPABUIBHOM HACTPOMKHU
0€30I1aCHOCTH:

« Caiir mpocto He wucnonb3dyer SSL i BceX ayTeHTH(PUIIUPOBAHHBIX
CTpaHUII. DTO TO3BOJISCT 3JOYMBIIIJICHHUKY OTCIIC)KHBATh CETEBOU Tpaduk
U moxuiaTth ¢aiia cookie ceaHca MOJIB30BaTENs, YTOOBI 3aXBATHTh CEAHC
MOJIH30BATEIIS MITH TTOTYUYHUTh JOCTYII K €r0 JIMYHBIM JaHHBIM.

« IlpunoxxeHue XpaHUT HOMEpPA KPEAUTHBIX KapT B 3alIM(PPOBAHHOM BHUJE B
0aze nanHbIX. [locne wu3BiedYeHHs OHM paclM(POBBIBAIOTCA, MO3BOJISISA
XaKepy BBINOJHUTHL ataky SQL-uHBEKIHMU, YTOOBI MOJYYUTh BCIO BAXKHYIO
uHpopMalMi0O B BHAE OTKPBHITOIO TEKCTa. DTOTO MOXKHO U30€XKaTh,
3amupoBaB HOMEpa KPEIUTHBIX KapT C MOMOIIBIO OTKPBITOrO Kitoua U
paspemB  ()OHOBBIM TMPHUJIOKEHUSIM paciiuPpoBaTh UX C TMOMOIIBIO
3aKpBITOrO KJII0Ya.

[TpodunakTuyeckre MeXaHU3MBI

« PexomeHnmyercs He  XpaHUTh  KOH(HUACHIMANbHBICE  JaHHBIE O3
HEOOXOJUMOCTH M JOJDKHBI OBITh OYMIIEHBI KaK MOXHO CKOpEE, €CIIH ITO
OoJbIIIe HE TpeOyeTcs.

« Baxno yoeauTbcs B TOM, YTO MBI MCIOJIB3YEM HAJCKHBIC M CTaHIAPTHHIC
aJTOPUTMBI I (PPOBAHUS U UCIIOJIH3YEM IMPABUILHOE YIIPABICHHUE KIIIOUAMH.

« DTOro Takke MOXHO H30€XaTh, OTKIIOYMB aBTO3AIMOJIHCHHE B (opMax,
cobuparonux KOHPUIESHIIUAIbHBIC JaHHbIC, TAKUE KaK Mapoiib, U OTKIIOYUB
K3IIUPOBAHUE JIJI CTPAHMUIL, COJIEPKANTUX KOH(DUICHIIUATbHBIC JaHHBIE.



OTcyTcTBYeT KOHTPOJIb 10CTYIIA HA YPOBHEe PyHKUMIH
BonbImMHCTBO BEO-MIPHIIOKEHUHN MPOBEPSIOT MpaBa J0CTyIa Ha YPOBHE (PYHKITUH,
OpeXe YeM clienarh 3Ty (GYyHKUUIO JOCTYIMHOM IJs mojb3oBaTens. OaHako, eciu
T€ K€ MPOBEPKHU KOHTPOJIA JOCTYIAa HE BBINOJHAKOTCSA HA CEPBEPE, XaKEPhl MOTYT
MPOHUKHYThH B MPHIIOKEHUE 0€3 HaJIeKAIlIeH aBTOPHU3ALIUH.
[IpodunakTnyeckue MeXaHU3Mbl
+ Mexanu3sM ayTeHTHPUKAUUKA JOJDKEH 3alpeliarb JOOW J0CTyn IO
YMOJIYaHUIO U MPEAOCTABIATh AOCTYI K OMPENEICHHBIM POJISM JIJIsl KaXA0U
GyHKUIUU.
« B npwioxkeHun Ha OCHOBE pabouero Imnpoiecca MNPOBEPHTE COCTOSTHUE
M0JIb30BATEJNICH, MPEXKIE YEM PA3PEIIUTh UM JTOCTYII K JIFOOBIM pecypcam.

IIpakTH4eckoe 3aganue
1. IlpoBeuTe aHATM3 MPEIOKEHHBIX HHPOPMAITMOHHBIX MAaTEPHAIIOB.

2. CdopmynupyiiTe  xapakTepHble  OCOOCHHOCTHM  PaCKPBITHUS
KOH(UJIECHIIUAIBHBIX JAaHHBIX U OTCYTCTBUSI KOHTPOJIS JOCTYyMa HAa YPOBHE

GyHKUUH.
Tabauna
PackpbiTue OTCcyTCTBYET KOHTPOJIb A0CTYyIA
KOH(UICHUHAIbHBIX JAHHBIX HA YPOBHE PYHKIIMH

HenpoBepeHHble nepeHanpaBieHns U MePecblIKN

bonpmmmHCTBO  BeO-mpuiiokeHuit B VIHTepHeTe 4acTo  IMepeHanpaBIIsSIIOT
M0JIb30BATENICH HA IPYTHUE CTPAHUIIBI WIIH IPYTUE BHEITHUE BeO-caiThl. OTHAKO, HE
POBEPSISL TOCTOBEPHOCTh ATUX CTPAHUII, XaKePbl MOTYT MEPEHANPABIISTH KEPTB HA
(UIITMHTOBBIE UITH BPEIOHOCHBIE CAUTHI MJTU UCIIOJIH30BATh MEPECHUIKH JUTSI JOCTYTIA
K HECAaHKIIUOHMPOBAHHBIM CTPAHHIIAM.

[Tpumep

Bor HekoTopble KiIacCHMUECKHE MpPHUMEpPbl HENPOBEPEHHBIX MEPEHANpPABICHUN U
nepeaapecanuii:

« JlomycTum, y NpuiioKeHus ecTh cTpanuia — redirect.jsp, KOTopasi IpUHUMAET
napamertp redirectrul . Xaxkep no6asnsier BpeaoHocHbii URL, kotopsrit
NepeHanpaBisgeT IMOJb30BaTENe, KOTOpbIe BBINOJHAIOT QUIIMHT /
ycTaHaBiauBaroT BpenoHocHoe [10.

o Bce BeO-mpunokeHHs UCHOJB3YIOTCS IS TEepeHanpaBiIeHUs
MOJIb30BaTENIe B pasHble 4YacTH caita. UToObl TOOUTHCS TOTO Ke,



HEKOTOPBIE CTPAHUIIBI MCIIOJIB3YIOT MapameTp, YTOObl yKas3aTh, KyJa
ClIeAyeT IMEepEHANpaBUTh TIOJIb30BATENII B CIydae YCIHEUIIHOU
onepanuu. 3noymeinuieHHUK co3niaet URL-aapec, KOTOPBI MpoXoauT
MPOBEPKY KOHTPOJS JOCTYIMA MPUIIOKEHHUS], a 3aTeM MepeHanpaBiseT
3JI0YMBINIUICHHNKA HA aJMUHUCTPATUBHBIC (YHKIHUH, K KOTOPHIM Y
3JIOYMBIIIJIECHHUKA HET JOCTYIIA.
[IpodunakTuyeckre MexXaHU3MBI
o Jlyuie uzberath UCIOJIHL30BAHUS TIEpEHaINpaBiIeHU U (HOpBapIOB.
« Ecau 310 HEnszOexHO, TO 3TO JOKHO OBITH celaHO 0€3 MPHUBJICUCHUS
MOJIb30BATENIbCKUX MapaMETPOB MIPU NEpEHANPABICHUH aJipecara.
TecTupoBanue 0€30MACHOCTH — OTKA3 B 00CTYKMBAHUU
ATtaka otkaza B o6ciyxuBanuu (DoS) — 3To mombITka XakepoB clenaTh CETeBOU
pecypc HenocTynmHbIM. OOBIYHO OH TMPEpPHIBAET XOCT, BPEMEHHBIN  WIH
HEONpEeIeIICHHBIN, KOTOPBIM MONKIIOUYeH K HWHTepHeTy. DTH aTaku OOBIYHO
HAaIEJICHBI Ha CITYObI, pa3MEIIICHHbIC Ha KPUTHYECKU BAXKHBIX BeO-CepBeEpax, TAKMX
KaK OaHKH, ILTI03BI OTUIATHl KPEUTHBIMH KapTaMH.
Cumnromsl DoS
« HeoObuHO HHU3Kast TPOU3BOUTEIBLHOCTD CETH.
« HenoctynHocTs onpeaeneHHOro Be0-caira.
« HeB03MOXHOCTb MOMYUYUTH TOCTYI K JIFOOOMY BEO-CalTy.
« Pe3koe yBennueHrne KOMUYECTBA MTOTYYEHHBIX CIIAM-TIUCEM.
o JloJrocpouHbId OTKa3 B JOCTYME K CETU WX JTIOOBIM HHTEPHET-CEPBUCAM.
« HengocTynHOCTh KOHKPETHOI'O CaWTA.
[IpodunakTuyeckue MeXaHU3MbI
« BrInonHuTe TIIATENBHYIO IPOBEPKY BBOJA.
« M3OeraiiTe oneparnuii ¢ BEICOKOH 3arpy3Koi mpoiieccopa.
» Jlyudile OTAENUTH AUCKH C TAHHBIMHU OT CUCTEMHBIX IUCKOB.
TecTupoBanue 0e3onacHocTu — MHCTPYyMEHTHI AaBTOMATH3ALMH
Jns  TectupoBaHus ~ O€30MACHOCTH  MNPWJIOKEHUS  JIOCTYNHBI  pa3IU4HbIC
MHCTPYMEHTHI. CyIIeCTBYET HECKOJIBKO HHCTPYMEHTOB, KOTOPHIE MOTYT BBITIOIHS T
CKBO3HO€ TECTHpPOBaHWE OE30MacHOCTH, B TO BpEeMsS KaK HEKOTOpPHIE W3 HHX
npeAHa3HAUYCHBI JIJISl BHISBJIICHUS ONIPEACICHHOTO TUIIA HEJIOCTATKa B CUCTEME.
HNHCTpYMEHTBHI € OTKPBITHIM HCXOAHBIM KOJIOM
HexoTopbie MHCTPYMEHTHI TECTUPOBAHUS 0€30MACHOCTH C OTKPBITHIM HCXOJIHBIM
KOJIOM, KaK JaHO —

S.No. Hmsi HHCTPyMeHTAa

Zed Attack Proxy

[IpenocTaBisier aBTOMaTHYECKHE CKaHEPhl M JAPYTrA€ WHCTPYMEHTBI IS
BBISIBJICHUS HEJIOCTATKOB O€30ITaCHOCTH.

https://www.owasp.org

Ports Wigger
Nuctpyment misa nepexsata u Modyfying tpaduka u padoraet ¢ padotoi


https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhibXX-pvzJD3833lVtSNyQKhjQ3Dg

C TIOJIb30BaTeNIbcKUMU cepTudukaramu SSL.
https://www.portswigger.net/Burp/

Firefox Tamper Data
Hcnons3yiiTe tamperdata ans npocmotpa u uaMeHenus 3arosioBkos HTTP

4 / HTTPS u napameTpoB myOiuKanuu
https://addons.mozilla.org/en-US
HNucTpymenTsl BeO-paszpadorunka Firefox
5 Pacumpenne Web Developer no0OaBnsieT pas3inyHble MHCTPYMEHTBI IS

Be0-pa3paboOTINKOB B Opaysep.
https://addons.mozilla.org/en-US/firefox

CneunainbHbie HA0OPbI HHCTPYMEHTOB
Cnenyromuye WHCTPYMEHTBI MOTYT MIOMOYb HaM ONPEAECIUTH ONPEICIICHHBIA THII
YS3BUMOCTH B CUCTEME:

S.No. CchLIIKA HA CAUT

DOMinator Pro — TectupoBanue s DOM XSS
https://dominator.mindedsecurity.com/

Sqlninja — SQL-unbekumst
http://sqlninja.sourceforge.net/

SQLInjector — SQL-unbexkuus
https://sourceforge.net/projects/safe3si/

Ncat — mapoJib rpy0oi CHIIbI
https://nmap.org/ncat/

OllyDbg — TecTupoBanue nepenojgHenus oygepa
http://www.ollydbg.de/

Spike — TecTupoBanue nepenoJiHeHus Oydepa
https://www.immunitysec.com/downloads/SPIKE2.9.tgz

Metasploit — TectTupoBanue nepemnoJiHenusi 0ygepa

/ https://www.metasploit.com/

becrnatHeie AHAJIN3aTOPbI HCXOAHOT'O KOJa

S.No HNucTpymenT

Splint
http://splint.org/

W3af
http://w3af.org/



https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=https://www.portswigger.net/Burp/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhgbqf51eKjYyG3xEYVHXIShev8GIw
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=https://addons.mozilla.org/en-US/firefox/addon/tamper-data/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhgfPWOvs1ZWDc82Vqpx9cTUMaGeXQ
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=https://addons.mozilla.org/en-US/firefox/addon/web-developer/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhhlBEUIpnz5US6w27INYdSNGyYyZg
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=https://dominator.mindedsecurity.com/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhg7sDQFlll-FIvo3NTiAY43fP8dvw
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=http://sqlninja.sourceforge.net/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhiHLWghoLUDPkcJiEcGlt7YdjwoDw
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=https://sourceforge.net/projects/safe3si/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhi-5cmcuwSo9e0gRDVo2UXIa3KTdg
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=https://nmap.org/ncat/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhiu2OFsF1CLyubN4BypKyE5UZbvDQ
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=http://www.ollydbg.de/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhhwQ-9hAqCTsYvQVyQynS1_da1uXg
https://www.immunitysec.com/downloads/SPIKE2.9.tgz
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=https://www.metasploit.com/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhgsbuMJsPi56zFAtytLiyYXvtgLlg
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=http://splint.org/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhgwIkWf4WoZLGtIjD3uIENzXupKyw
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=http://w3af.org/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhhGDmXPBDuUWsV3L8x48HF3l6Sd6A

Flawfinder
https://www.dwheeler.com/flawfinder/

FindBugs
http://findbugs.sourceforge.net/

IIpakTH4eckoe 3aganue

1. I[IpoBeauTe aHamU3 NPEIOKEHHBIX MHPOPMAIIMOHHBIX MaTEpUaIOB.

2. ChopmynupyiiTe aarOpuT™M — KaKuM O0pa3oM 3JI0YMBIIUICHHUKU
MOJIb3YIOTCS HEIPOBEPEHHBIMU TIEPEHANIPABICHUSIMU U TIepeapecariei.

3. Ilo kakuM mNpHU3HAKaM MOXXHO ONPEACIIUTh aTaKy OTKa3a B

O6CJ’Ii)KI/IBaHI/II/I?

TecTtupoBaHue O€30MACHOCTH: U3HYTPU U CHAPYKHU


https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=https://www.dwheeler.com/flawfinder/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhh71SQUHYzmy8Hx_S_wiwaMCR1GjA
https://translate.googleusercontent.com/translate_c?depth=1&rurl=translate.google.ru&sl=en&sp=nmt4&tl=ru&u=http://findbugs.sourceforge.net/&xid=17259,15700022,15700186,15700190,15700256,15700259,15700262&usg=ALkJrhjGkQCx_5wE3yjowCK8xvTCezwKdA

1. CHAPY KU

e¥ DEMENTIA_VIKKO
ror QUALITY-LAB.RU

Hu nnst xoro He CekpeT, 4TO KOJMWYECTBO CETEBBIX aTaK HEYKJIOHHO pacTeT.
Kaxnplii nenp ux coepiraercst okosno 1000 (ycrapeBlie 1aHHbIE), TOJACUUTATH JKE
UX YHCJIO 3a TOJl MPAKTUYECKU HEBO3MOXKHO. ATaKkaM MOJIBEPratoTCcsi CaMble Pa3HbIe
CETEBBIE Pecypchl — OT caiiTa MECTHOTO MpoBaiiiepa a0 (deaepalbHOTO pa3Mepa
TOPrOBOM CETH CYIIM M AaTOMHBIX CTaHOMU. MOXHO Jaxe IOCMOTPETh
Ha MHTEPAKTUBHYIO KapTy KHOepaTak B peKUME OHJIANH.

N xaxnapiit ysa3euM. U kaxabiid otaet cedbe otuet 00 3ToM pucke. M kaxabiii
QyMaer, 4To 3TO HE Mpo Hero. YUrto yxk TaM JAymod KpPUBUTH — MBI Tak
npuBblkid. Hexxenane nmnpu3HaBaTh PUCKU TMPUBOJUT K  HEXKeEJATEIbHBIM
MOCJICACTBUSIM.

1.1 Ymo owce maxkoe mecmuposanue? A  mecmuposarue
besonacnocmu? A mecmupogaHnue 6e30nacHOCMU 8eD-NPUNOHCEHUS UTU 8O-
cepsepa (HyHCHOe NOOUEePKHYMb)?

TectupoBanue 6€30MaCHOCTH BEO-TIPUIIOKEHHUS — ITO MONBITKA HANTH BCE TE
MECTa, B KOTOPBIX MOIJIM JOMYCTUTh OIIMOKY pa3paOOTUYUKU WM TPOCTO HE
PEeTyCMOTPETD / 3a0bITh (TIOTYEPKHUTE BaIl CIIydail).

Be6-npunoxenue u BeO-cepBep HEPa3phIBHO CBS3aHbI. TecTUpoBaHUE OJHOTO
06e3 Apyroro He OacT TOJHOW KapTUHBI OeacTBus. TecTupys 3amury BeO-
MPUJIOKEHUS, MBI UILIEM YSI3BUMbBIC MECTA JIJIsl aTaKy Ha Mojb3oBaTeneil. Tectupys
3allUTy BeO-cepBepa, Mbl HUILEM YSI3BUMbIE MECTa JJisl aTaku Ha CEpBEp, €ro

UH(PACTPYKTYPY.

1.2 [[ns yeco 6ce amo nyscno? [louemy mak MHO20 KOMNAHUU 3aUHMEPECOBAHO
8 NPoBeOeHUU mecCmuposaHus 6e30nachocmu?

Hy»xHo Bce 3T0 B EpBYIO O4epe/Ib JOJIAM: TPOCTHIM CMEPTHBIM, PEIIUBIIUM
3aKasarh MUILY, 4 HE OTIPABUTH JAHHBIC CBOCH KapThl HETIOHATHO Ky/a; MPOCTHIM
BIAQJICNIbIIaM TUIIIEPHU, HE OECHOKOAIIUMCS, YTO KTO-TO CMOTI OECIUIaTHO


http://blog.ptsecurity.ru/2017/09/web-apps-attacks-2017.html
https://cybermap.kaspersky.com/ru/

HAYYUTHCS 3aKa3bIBaTh MUIILY Yepe3 UX MPHIOKEHHUE; MPOCTHIM pa3pabOoTUHKaM,
KOTOPBIM HE MPUAETCS MIPaBUTh KO B 3 yaca yTpa.

Kak npaBuiio, HeOobIIe OpraHU3aluK, UMEIOIINE CBOM CalT U HEOOIBIION
cepBep ¢ OUTPUKCOM, AyMAlOT, YTO OHU CIHMIIKOM Majlbl JJisi TOTO, YTOOBI CTaTh
MUILECHbIO JUIsl aTaku. M B 3ToM oHM 3a0myxaatorcs. be3ycioBHO, BEpOSTHOCTD
TapreTUPOBAHHOM aTaKW Ha HUX HUKE, YeM HA (PMHAHCOBBIX TUTAHTOB, HO BCE-TaKU
HE paBHa HyJIO. B HbIHENIHee BpeMs HEUPOHHBIX CETEM M IOBAJbHOU
ABTOMATHU3allMM HUKTO HE OYJET BBISCHATH, OOJIBIION JU JICHEXKHBIM 00OpOT Y
(bupmbl. ['TaBHOE — 3TO KOJIMYECTBO YHUKAIbHBIX [MOCETUTENEH, Belb CYMMapHO B
UX KapMaHax MOXKET 0Ka3aThbCsl 00Jible «(QUILEK)», YeM KOMIIaHUS MMOTy4aeT 3a To/I.

CymecTBylOT KOMIIAHMHM, KOTOpBIE YK€ B3JIOMAJIM, W KOMIIAHUH,
KOTOpBbIE elie He B3iaomanu. Ha mpaktuke 310 Bompoc BpemeHu. lIpaBuibHble
KOMITaHUU, KOTOpbIE TPATAT Ha 0€30MacCHOCTh 3HAYUTENIbHYIO YacTh MPUOBLIN, —
3TO HOPMAaJbHBIA MOPANOK BELIEH ISl BCEr0 LUMBUIM30BAHHOIO Mupa. B Hamen
CTpaHe, K COXaJICHUIO, IMOKa K H3TOMY HE MPUIUIM, CYWTas, YTO CTYJIECHT-
CTapUIEKyPCHUK BIIOJIHE CIIOCOOEH HACTPOUTH OJHY «IIMCKY» U 3alPETUTh JOCTYII
K BHYTPEHHHUM pecypcaM U3BHE (MOJI, «JICHET HET, HO BbI AEPKUTECHY). Beab Mbl He
OPUBBIKIM TPAaTUTh JEHBI'M HA CBOIO 0E€30MacHOCTh: OMOKET OTACNOB IO
uHopmanmonHoit 6ezonacHoctu (11b) 0OBIUHBIX KOMIAHUN TOJBKO COKPAIaeTCs.
A BeIb ©XKEroJaHbId yiiepd OT arak HacuuThiBaeT Ooaee 85 mupa. $. C mpyroi
CTOpPOHBI, MHO2UEe adeKeamHble KOMIIAHUU (YUTaid, MHOCTPAaHHbIE) (POPMUPYIOT
COOCTBEHHBIN TaT 1o UH($OPMAaIIMOHHON 0€30MacHOCTH,
IPYTUE MHO2Ue HAHUMAIOT  CIIELUAJIMCTOB HA  ayTCOPC, HEMHO2Ue 3aIlyCKaloT
IpOrpaMmbl Oar-0ayHTH, TJIe JIF0OOH JKeNalouid MOKET IPUHSIThH y4acTHe B TOUCKE
ys3BUMOCTEN. bBe3ycioBHO, BCE OHM XOTAT COXPAaHUTh CBOM JIOXOIbl U CBOIO
pernyTanuio.

1.3 Ha umo u Ha xozo opuenmupogano mecmuposarue oezonacrnocmu? Kmo
ROJLYYUmM 8b1200Y OM 3M0O20 8 NePBYI0 04epeosb?

KoneuHo ke, 0€30IMacHOCTh B MEPBYIO ouepenb opueHTHpoBaHa Ha $. Kro
TOBOPHT, YTO 3TO HE TaK, — HArJIO BPET BaM B JIUIIO :).

EctecTBeHHO, B TIEpBYIO odepear OT Oe30macHoro cepda caiita BHIUTPHIBACT
M0JIb30BaTeNb. ECI HET HYXIbI OECTIOKOUTHCSI O TOM, 4TO Bamm mepcoHanbHBIC
JTAaHHBIE MOTYT yT€4b B CE€Th, TO U JIOBEPSTH pecypcy Brl Oyaere Oomnbiie. A eciu
CYACTJIMB MOJIb30BaTelb, TO CUACTIIMB U Biajeiel BeO-pecypca (u TeM Oosee oH
CYACTJIUB, YEM MEHBIIIE Y HETO PUCKOB IMOTEPATH (PUHAHCHI).

IIpakTH4eckoe 3aganue
1. IlpoBenuTe aHAIM3 MPEII0KCHHBIX HHPOPMAITMOHHBIX MAaTEPHAIIOB.

2. Kpatko chopmynupyite — JjIsl 4Ero M ¢ KaKOW LEJbI0 MPOBOAUTCS
TECTUPOBaHUE OE30MACHOCTH.
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HccnenoBanne 6e30mMacHOCTH BeO-pecypca — CI0XKHasl M KporoTivBas padoTa,
TpeOytolllasg BHUMATEJIbHOCTH, (paHTa3uu U TBOpUYECKOro noaxonaa. Mccnenosarento
0€30MacHOCTH HEOOXOAMMO TITyOOKOe MOHMMaHUE TEXHUYECKOW M3HAHKU PabOThI
BeO-npuiiokeHUs W BeO-cepBepa. Kakaplii HOBBIM TPOEKT JaeT NUILY s
(daHTa3uM, KaXkablii HOBBIM MHCTPYMEHT — MPOCTOPHI 1l TBOpUecTBa. Jla 1 BooOiire,
TECTUPOBaHHE OE30MaCHOCTU OOJIBbIE MOX0XKE Ha MCCIENOBATEIbCKYI0 paboTy —
3TO MOCTOSIHHBIN [TOUCK U aHAJIU3.

2.1 Kax  mecmuposanue 6eszonacnocmu  gwienaoum  uswympu?  Yewm
pyKkosoocmeyemcsi utdcenep? Kak evlcmagnsiem npuopumemsi?

Kaxnpiii HOBBII TpOEKT TpeOyeT MNPUMEHEHUsT HOBBIX HHCTPYMEHTOB,
U3YYEHUS! HOBBIX TEXHOJIOTH, MOIJIOUIEHUSI MHOXKECTBA KHUT U CTAaTEW, KOTOPbIE
JOCTAaTOYHO TPYJAHO HaillTu. bonpmas yactb HHPOpMAaUMKU HAXOJIUTCA B
AHTJIOS3BIYHOM TMPOCTPAHCTBE, UTO J00ABJISET ONpEJEICHHbIE TPYIHOCTH B
OCBOCHHMH MaTepuasa JIIOAsIM, sI3bIKOM aHTJIMACKUM HE BJIJICIOIIHUM.

Ecnu roBoputhk 0 mpornecce TeCTUpOBaHMs 0€30MaCHOCTH, TO B LIEJIOM OH HE
CWIbHO OTJIMYAETCSd OT TECTHUPOBAHUS OOBIYHOTO: TOMCK, JIOKaJIM3aIus,
BOCIIPOU3BEJICHUE, 3aBe/ieHne, oTueT. llpuoputeTsl, 0€3yCIOBHO, 3aBHUCIT OT
3aKa3yrKa, OT LEJIEeH TECTUPOBAHUS.

K coxanenuto, HEKOTOpbIE KYpChl no mecmuposanuto bezonacnocmu /
amanuzy 3awuwjenHocmu / ayoumy 6e30nacHocmu B UHTEPHETE BHYIIAIOT, YTO
JOCTaTOYHO  TPOUTHUCHh TIO  BEO-TPWIOKECHUIO KAaKUM-HHOYAh  CKaHEpOM
0e3omacHOCTH — 1 Bce TOTOBO! OTUET eCTh, ySI3BUMOCTH — BOT OHHU! UTO *Ke erie Bam
Hy>kHO? Ho He cTouT OBITh TAKUM HAaMBHBIM. BOJBIIMHCTBO ySA3BUMOCTEN HUILETCS
Y HaXOJUTCS UMEHHO BPYYHYIO, IPU BHUMATEIbHOM H3y4yeHUU. OHU MOTYT OBITh
COBEPILIEHHO HECJIOKHBIMH, HO aBTOMAaTUYECKHUE CKaHEPHI MOKa €Ille HE CIIOCOOHBI
UX OOHAPYX UTh.



2.2 Heckonvko cnoe 06 OWASP TOP 10.

Krnaccudukarnueir BEeKTOPOB aTak M YSA3BUMOCTEH 3aHMMAETCS COOOIECTBO
OWASP (Open Web Application Security Project) — wexmyHapoaHas
HEKOMMeEpYECKass OpraHu3alusi, COCPEJOTOYECHHAs HA aHajJu3€ W YJIy4YlIECHUU
0€30IMacHOCTH MPOrPaMMHOT0 00eCTICUEHUS.

OWASP (https://www.owasp.org/) coctaBuil criucok u3 10-u cambIX OMacHbIX
yS3BUMOCTEH, KOTOPBIM  MOTYT OBbITh  IOJBEPKEHbl HHTEPHET-PECYPCHI.
Coo00111ecTBO OOHOBIISIET M MTEPECMATPHUBAET ITOT CIUCOK pa3 B TPH I'ojia, IOITOMY
OH COJEPKUT aKkTyanbHyto uHpopmanuto. [locnenqnee oOHOBIEHHE OBUIO CAEIAHO
2017 rony («Ornacute BeCh CIIMCOK, MoXayicra!» (¢)):

Buenpenue kona;

HekoppekTHas ayTeHTUhUKAIIS U YIIPABICHUE CECCUEH;

VYTeuka 4yBCTBUTEIbHBIX TAHHBIX;

Buenpenue Baemnux XML— cymnocreit (XXE);

Hapymenune koHTpoOJIs nocryna;

Heb6e3onachas koHuryparus;

MeKCaluTOBBIN CKPUIITHHT;

Hebe3onachas gecepuanuzanms;

Hcnonb3oBaHnEe KOMIIOHEHTOB C U3BECTHBIMU YSI3BUMOCTSIMU;
o  OrtcyTcTBUE )KYpPHAIUPOBAHUS U MOHUTOPUHTA.

2.3 Memoouxa mecmuposanus. GuidLine om OWASP.

Opranmzauuss OWASP nononHuTenbHO K cBoeMy cnucky u3 10 cambix
OMACHBIX YA3BUMOCTEH pa3paboTana METOAMYECKUE PEKOMEHAAHUU (IIPAKTUKYM)
0 TECTHUPOBAaHUIO O€30MacHOCTU BeO-MpuiioxkeHud. B HUX moapoOHO, mar 3a
1arom, OMMUCaHo, Kak U 4YTO HE0OXOAUMO TECTUPOBATH, HA YTO OOPATUTh BHUMAHHUE
B MIEPBYIO OYEpEb, @ HA UTO — BO BTOPYI. MeTOIMKa HOCUT PEKOMEHIATEIbHbIN
XapakTep M, KOHEYHO, HUKOT'O HU K YeMy He O0s3bIBaeT (MHXKEHEp, MPOBOISAIINN
TECTUPOBAHUE, HEKOTOPbIE MOMEHTHI MOXXET NEPEHECTH, a JApyrue — BOOOIlIe
OIyCTUTB), HO, TEM HE MEHEE, MO3BOJISIET CAEJaTh MAKCUMAJIBHOE MOKPBITHE IS
BEO-MIPUII0KECHUSL.

WTak, BeCb MPOLECC TECTUPOBAHUS COCTOUT U3 ABYX ITAIOB:

o [IlaccuBHBIM, BO BpeMs KOTOPOrO TECTUPOBUIUMK NBITAETCS
HOHSTH JIOTUKY IPUIOKEHUS U «UTPaeT» ¢ HUM. MOryT UCIOIb30BaThCS
MHCTPYMEHTHI s cOopa uHpopmanuu. Hanpumep, ¢ nmomompso HTTP
IIPOKCU MOXXKHO U3y4uuTh Bce HTTP-3anpock! u oTBeThl. B KOHIIE 1aHHOTO
JTana TECTUPOBIIUK JIOJDKEH MOHUMATh BCE TOUKHM BXOJA MPHUIIOKEHUS
(HTTP-3aronoBku, mapameTphbl, KyKH U TIp.).
« AkTuBHBIA. Bo BpeMs JaHHOro »Tama TECTUPOBIIUK HPOBOJUT
TECTHl B COOTBETCTBUM C MeTrojaojorued. Bce TecTel pa3douThl Ha
OJIMHHAIATh [TOAPAa3/eIIOB:
o  cbop uHbopMaIy;
TEeCTUPOBaHUE KOHPUTYpAIUH;
TECTUPOBAHUE MOJIUTHUKH MOIH30BATENHCKON O€30MaCHOCTH;
TECTUPOBAHUE ayTCHTU(UKALINY;
TECTUPOBAHUE aBTOPU3ALUY;

o O O O O

O O O ©

O O O ©


https://www.owasp.org/

o  TECTUPOBAHUE yIPABJIECHUS CECCUEH;
TEeCTUpOBaHUE 00PabOTKH MOIH30BATEIHLCKOTO BBOJIA;
00paboTKa OIIHNOO0K;
Kpunrorpadus;
TECTUPOBAHUE OM3HEC-TTOTUKH;
o  TECTHUPOBAHUE YSI3BUMOCTEN HAa CTOPOHE MOJIb30BATEIIS.

2.4 Ilepexoo k mexHuueckol cmopone gonpoca. Mncmpymenmapuii — pyynou
unu asmomamusuposaunsiit? Kaxoii ons uezco?

Kakue MHCTpYMEHTBI HCMOJB3YIOTCA JIsi aHaiu3a Oe3omacHOCTH? OlieHUB
00BbEeMBbI O€JICTBUS, CJIEYET PACCMOTPETH CYIIECTBYIOIINE HHCTPYMEHThI. KoHeuHO
e, TJIaBHble Bamm aprymMeHThl IPOTUB HECHPABEAJIUBOCTH B CETEBBIX MMEHAaX —
3TO Tiaza u mMo3r. Ha camom ke pgene, moOpeie iroau pa3zpaboTanu OrpOMHBIN
WHCTPYMEHTApUN — HAUMHAg OT CHEIUATU3UPOBAHHBIX CKPHUITOB, «3aTOYEHHBIX)
JUIS KaKOM-TO OJTHOM KOHKPETHOM IeNIM, W 3aKaH4YuBas MEJIBIMH KOMOaiiHaMu —
TOTOBBIMH BbIXKaTh MAaKCUMAaJIbHBIE BHIBOJIb U3 MUHUMYMa BBOAHBIX. K coxanenuto,
4acTO TaKOW pe3yJIbTaT OKa3bIBaeTCs JhKe-cpadaTeiBaHueM. Kak mpaBuiio, HHKEHED
0 TECTUPOBAHUIO MPU BEIOOPE MHCTPYMEHTOB OCHOBBIBAETCSI HA MPUOPUTETAX: YTO
BaXHEE — BpeMsi WK 00JacTh MOKpHITUsA? COBpEeMEHHbBIE Pa3pabOTYNKU JOBEIU
ABTOMATHU3alMI0 /0 HEOBIBAJIBIX BBICOT, MOATOMY MOKHO CMEJIO CIeJ0BaTh
npuniuny  [lapero: 80%  pa®oTel  cKapMiMBaTh  AaBTOMATHU3MPOBAHHBIM
aHajgu3aTopaM, a BCE OCTaBIlEeCs «IMPOXOAUTh pykamu». Ho, decTHO TOBOpA,
pe3yJbTaThl aBTOMATU3UPOBAHHBIX CPEJICTB BCE PAaBHO MPUIAETCS HU3Y4YaTh H
MIPOBEPSTH.

[TpuBenemM HEOOBIION CIUCOK KATErOPUl HMHCTPYMEHTOB:

e CKaHephl BeO-ysI3BUMOCTEH;
e MHCTPYMEHTHI JIJISl IKCILTyaTalluK YI3BUMOCTEN;
e UHCTPYMEHTHl KpUMUHAIUCTUKHU;
e CKaHEpbI IOPTOB;
e  HHCTPYMEHTHI MOHUTOPHHTA TpaduKa,
e OTJIAJIYUKU;
e PYTKHUT JETEKTOPHI;
e UHCTPYMEHTHI MU(POBAHHUS;
e UHCTpPYMEHTHI AJis1 OpyTdopca.
2.5 Omkyoda sice 803HUKAIOM 8CE MU VAZBUMOCTIU?
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N3-3a pasrunpagiictBa pa3paboTumkoB. 3-3a HeBHMMaTenbHOCTH. M3-3a
xantypsl. 1M3-3a nenn. M3-3a-3a...

Ho wame Bcero ys3BHUMOCTM BO3HMKAaIOT U3-3a HeombITHOCTH. He Bce
pa3pabOTYMKKU TPEACTABIAIOT ceOe, KaK 3JO0YMBIIIJIEHHUK OYy/JeT aTakoBaTh X
npoaykT. HekoTopple cuuTalOT, 4YTO JOCTATOYHO HSKPAHUPOBATH KaBBIUKY B
IOJIb30BAaTEIbCKOM BBOJIE WJIM CHACTHCh «magic_quotes» — M MOXHO Oyner
n36exars SQL-uabekunu. OTCI0a U MOJIy4aeTcs, YTO NMPEBEHTUBHBIE MEPHI Mbl
IpUHKUMAaEM, a YTo Jenath Aanblie — He 3HaeM. I WAF b1 Hac He criacyT.



